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ABSTRACT

This research aimed to (1) develop a real-time electronic document management and status tracking
system using QR Code technology and the LINE Front-end Framework (LINE LIFF), (2) evaluate the
performance of the developed system by information technology experts, and (3) evaluate the system
performance from the perspective of end users. The research employed the System Development Life
Cycle (SDLQ), which consists of requirement analysis, system design, system development, system
testing, and system implementation. The participants included three information technology experts
who evaluated the system performance and thirty end users who evaluated the system usability. The
research instruments consisted of the developed Electronic Document Exchange (EDE) system, an expert
evaluation form, and a user evaluation questionnaire based on a five-point Likert scale. The instruments
were validated for content validity and reliability. Data were analyzed using the mean and standard
deviation.

The developed system was implemented and tested for one month in the Information and
Communication Technology (ICT) Department of Ang Thong Hospital. The system supports document
registration, QR Code generation, audit trail recording, and real-time document status tracking through
the LINE LIFF platform. The evaluation by the information technology experts indicated that the overall
system performance was at a high level (x = 4.47, S.D. = 0.49). Likewise, the evaluation by the end users
revealed that the overall system performance was also at a high level (x = 4.41, S.D. = 0.35).

The findings demonstrate that the developed EDE system effectively enhances electronic document
management and real-time document tracking within the organization. The system enables users to
monitor document status conveniently and efficiently while improving operational transparency and
supporting document traceability. Furthermore, the developed system can be applied to other public
organizations and healthcare institutions with similar document management processes and can be

further extended to support future digital document management initiatives.

Keywords: Electronic Document Management System; QR Code; LINE Front-end Framework (LINE LIFF);

Real-Time Document Tracking; Electronic Document Exchange (EDE)
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The rapid proliferation of the Internet of Things (IoT) and artificial
intelligence (Al) has driven a fundamental transition toward the Internet of
Behaviors (loB), shifting passive data collection toward proactive,
personalized behavioral interventions. This systematic literature review
thoroughly analyzes empirical studies on AloT-driven smart nudging, with
particular emphasis on its revolutionary applications in precision public health
and environmental sustainability. In accordance with PRISMA guidelines, a
concept-centric framework analysis was used to systematically combine
existing literature throughout application domains, underlying Al models, and
specific behavioral nudge patterns. This review proposes a "Perception-
Cognition-Decision" closed-loop architecture that merges the Technology
Acceptance Model (TAM) with Nudge Theory to confront the persistent
intention-behavior gap. Thematic findings show the clinical and
environmental efficacy of Just-In-Time Adaptive Interventions (JITAIS) in
chronic disease management and caregiver support, as well as the
effectiveness of macro- and micro-level eco-nudging strategies implemented
in smart cities, commercial spaces, and online retail platforms to promote
green consumerism. Nevertheless, the unprecedented capabilities of the 0B
introduce substantial ethical vulnerabilities. This examination systematically
analyzes the negative implications of algorithmic hypernudging and
manipulative "sludge,” and proposes advanced privacy-preserving
countermeasures, including federated learning, on-device contextual bandits,
and the deployment of AloT as a pre-conscious "System 0" cognitive firewall
to defend user self-governance and agency. Ultimately, this review advocates
integrating rigorous net-impact accounting (Energy ROI) and highlights the
need for longitudinal validation. Nonetheless, several major limitations should
be noted. Many empirical studies in the field rely on short-term intervention
periods, which restricts the ability to assess durable habit formation and long-
lasting effects. Additionally, there is often a lack of geographic and
demographic diversity in study samples, which likely introduces bias and
limits the generalizability of findings. By explicitly acknowledging these
research constraints, this review clarifies the scope of the evidence and
highlights opportunities for future research. The review concludes that future
AloT choice architectures must balance algorithmic efficacy with moral
transparency, privacy, and user-centered design to sustainably empower
society.
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1.

INTRODUCTION

1.1 Background & Motivation: From IoT to the Internet of Behaviors (1oB)

The proliferation of the Internet of Things (10T) has fundamentally transformed modern society by
connecting tens of billions of physical objects, devices, and sensors to global networks [1]. These linked
technologies continuously collect massive volumes of personal and environmental data across almost all
aspects of everyday life, creating unprecedented levels of data awareness [1]. However, traditional IoT
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frameworks primarily focus on mechanical data acquisition and rule-based automation, lacking the inherent
capability to comprehend the psychological reasons behind how and why humans utilize this data [1]. To
completely realize the potential of these digital frameworks, there is an essential need to bridge the
"information-to-wisdom gap," moving beyond passive sensing to actively comprehend and forecast human
actions [1].

This constraint has driven an evolutionary paradigm shift from the Internet of Things (IoT) to the
Internet of Behaviors (IoB) [1], [2]. The loB is defined as an expansive ecosystem that blends technical
infrastructure, cutting-edge data analytics, edge computing, and behavioral science [1]. By extending loT
connectivity to encompass human actions, the l1oB transforms our previously binary physical and digital
domains into a "ternary space™ that smoothly bridges the physical, cyber, and human dimensions [1]. Through
the lens of behavioral psychology, the 10B aggregates and interprets user-controlled data and digital footprints
harvested from IoT sensors and web platforms, analyzing habits and inclinations to understand behavioral
intentions [1], [2].

The ultimate goal of the 1oB paradigm is to leverage this in-depth understanding to predictably alter,
guide, or affect human behavior [1]. Using prescriptive analytics, machine learning, and behavioral economics,
loB systems do not simply collect data; they dynamically shape decision-making via live feedback,
personalized nudges, and automated adjustments designed to individual users' contexts [2], [3]. Consequently,
understanding this transition from passive 10T monitoring to proactive, AloT-driven loB interventions is highly
motivated by the need to explore how digital choice architectures can be ethically harnessed to close the
intention-behavior gap in critical areas such as precision public health and environmental sustainability.

1.2 Theoretical Foundations: The Evolution of Choice Architecture

To fully understand the potential of the Internet of Behaviors (1oB) in promoting precision health and
sustainability, it is necessary to trace the theoretical evolution of choice architecture. Human choice-making is
rarely perfectly rational; it is constrained by bounded rationality and relies heavily on heuristics and cognitive
biases [4]. Because individuals often default to intuitive, automatic processing (System 1 thinking) rather than
deliberate, analytical reasoning (System 2 thinking), the environment in which decisions are presented—the
"choice architecture”—profoundly shapes human behavior [5]. Despite these mental limitations, the concept
of nudging has evolved through three distinct phases: traditional nudging, digital nudging, and the convergence
of smart nudging and hypernudging.

1. Traditional Nudging 2. Digital Nudging 3. Smart Nudging & Hypernudging
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Figure 1. The Evolution of Choice Architecture

Traditional Nudging: The basic concept of traditional nudging was popularized by Thaler and Sunstein
(2008) [5], who defined a cue as "any aspect of the choice architecture that alters people's behavior in a
predictable way without forbidding any options or significantly changing their economic incentives". Rooted
in behavioral economics and libertarian paternalism, traditional nudging asserts that measures must be easy to
avoid and non-coercive. For example, placing healthy foods such as fruits at eye level in a cafeteria is a nudge,
whereas banning junk food is a mandate. By modifying the physical decision environment—such as
simplifying information, using default options, or exploiting social norms—choice architects can carefully
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steer individuals toward decisions that improve their health, wealth, and general well-being without restricting
their fundamental freedom of choice.

Digital Nudging: As human activity increasingly shifted toward internet platforms and digital devices,
the principles of choice architecture were adapted to screen-based environments. Weinmann, Schneider, and
vom Brocke (2016) [6] defined digital nudging as "the use of user-interface design elements to guide people’s
choices or influence users’ inputs in online decision environments". In digital choice architectures, designers
utilize specific user interface (Ul) elements—such as pre-selected default checkboxes, strategically placed
warnings, or visual friction—to shape the decision-making process. Despite being effective in applications
ranging from e-commerce to privacy settings, early digital nudges were largely static and operated on a "one-
size-fits-all" basis. They were typically disconnected from the user's immediate physical context and applied
equally across broad populations, ignoring individual idiosyncrasies and real-time behavioral variations.

Smart Nudging & Hypernudging: The combination of Artificial Intelligence (Al), the Internet of
Things (10T), and big data analytics has catalyzed the shift toward dynamic, highly customized interventions,
resulting in the emergence of "smart nudging" and "hypernudging.” Smart nudging is defined as "digital
nudging, where the guidance of user behavior is customized to be relevant to the current situation of each
individual user” [7]. Unlike static digital nudges, smart nudges rely on continuous multimodal data collection
from wearables, environmental sensors, and mobile devices to understand a user's context in real time (e.g.,
location, time of day, physical activity levels, and physiological state). Using Al and machine learning,
intelligent systems can filter out "impossible” or "unlikely" interventions and dynamically present the most
relevant, context-aware suggestions, significantly raising the likelihood of behavioral compliance.

Taking this tailoring a step further, Yeung (2017) [8] introduced the concept of the "hypernudge,”
characterizing it as an algorithm-driven mode of regulation by design. Hypernudges utilize predictive analytics,
continuous big data streams, and machine learning to dynamically and constantly update the choice architecture
based on individual behavioral histories and real-time feedback loops. This ability enables the delivery of
interventions at the precise moment of consumer vulnerability or receptivity. While these Al-augmented
nudges carry great potential for value co-creation and facilitating sustainable or healthy habits [9], their extreme
personalization and potential opacity raise serious moral questions regarding human autonomy, manipulation,
and the preservation of an individual's sense of agency in the loB era.

1.3 The Problem Statement: Bridging the Intention-Behavior Gap

Despite rising societal awareness of individual health and environmental conservation, people
consistently struggle to align their daily actions with their broader goals. This phenomenon is widely
recognized in behavioral science as the "intention-behavior gap™ or "action gap,” representing the structural
disconnect between high cognitive intent and actual behavioral execution. In the context of sustainability,
consumers frequently report strong pro-environmental intentions, yet they fail to translate these desires into
actual green purchasing or energy-saving conduct due to convenience, ingrained habits, and price barriers.
Similarly, in precision health, individuals may cognitively understand the benefits of healthy lifestyle
choices—often driven by goals such as elevated educational or occupational performance—but remain
entrenched in unhealthy patterns due to environmental friction and a lack of immediate reinforcement.

Traditional intervention methods have largely relied on the "Information Deficit Model," assuming
that simply providing users with educational information will automatically result in behavior change.
However, this approach is fundamentally flawed because it ignores the complications of people’s decision-
making and environmental latency. When individuals make choices, the long-term biological or environmental
consequences of their actions remain invisible, whereas the instant gratification of an unhealthy or unviable
choice is immediate. Furthermore, abstract and lagged feedback—such as receiving a utility bill a week after
consuming energy—prevents users from making a cognitive connection between their daily routines and the
resulting impact, thereby failing to prompt proactive behavioral adjustments. Consequently, strong habits and
automatic routines tend to override conscious intentions, rendering static information and generic training
campaigns insufficient for encouraging sustained change.

The emergence of the Artificial Intelligence of Things (AloT) and the Internet of Behaviors (loB)
provides a catalytic mechanism to bridge this persistent action gap. Through integrating connected sensors,
enabling instantaneous data analytics, and applying machine learning, AloT systems replace static information
with dynamic, context-aware feedback loops. In this ecosystem, Al-driven digital nudges—such as customized
recommendations, social comparisons, and real-time consumption alerts—are delivered at the exact moment
of decision-making to decrease cognitive demand and simplify the choice architecture. This electronic
mediation serves as a form of "prosthetic willpower," effectively lowering the activation energy for making an
affirmative choice by translating invisible, long-term consequences into immediate, visible digital signals. By
automating real-time behavioral verification and providing instant, gamified, or highly bespoke feedback, AloT




a 20

interventions bypass the constraints of human limited rationality and encourage "pragmatic sustainability,” in
which healthy and eco-friendly actions become the most convenient and intuitive options in a user's daily life.

1.4 Research Questions (RQs)

To systematically investigate the major shift from the Internet of Things (loT) to the Internet of
Behaviors (loB) and its application regarding closing the intention-behavior gap, this review is guided by a
structured set of research questions. As the literature increasingly demonstrates, the effectiveness of AloT-
driven interventions depends not only on their technological sophistication but also on their behavioral
alignment and moral governance [10]. Therefore, following the Preferred Reporting Items for Systematic
Reviews and Meta-Analyses (PRISMA) framework, the following research questions (RQs) have been
formulated to capture the technological, behavioral, and normative dimensions of smart nudging:

RQ1: How are Artificial Intelligence (Al) and 10T architectures integrated to deliver context-aware
smart nudges?

While traditional digital nudges are static, the 1oB relies on dynamic data integration to function
effectively. This question explores the technical mechanisms—such as the "Perception-Cognition-Decision”
closed-loop model—used to aggregate multimodal sensor data and translate it into real-time, customized
interventions [7], [9]. It examines the particular role of machine learning models (e.g., Contextual Bandits,
Large Language Models) and edge computing in facilitating the adaptive timing and framing of nudges.

RQ2: How effectively do AloT-driven smart nudges bridge the intention-behavior gap to promote
precision public health and environmental sustainability?

Despite high cognitive intent among individuals to adopt healthy or eco-friendly habits, environmental
latency often obstructs the actual execution of behavior [11]. This question intends to evaluate the empirical
effectiveness of smart nudging interventions throughout multiple applications—such as energy conservation
in commercial spaces, green e-commerce, and instant health monitoring—to determine which nudge patterns
(e.q., social proof, default options, gamified feedback) successfully translate conscious intentions into sustained
behavioral change [10].

RQ3: What are the ethical consequences of algorithmic hypernudging, and how can emerging
frameworks defend user self-governance and privacy?

The continuous, algorithmic optimization of choice architectures, known as hypernudging, introduces
unprecedented risks of manipulation, surveillance, and the erosion of human agency [8]. Because Al systems
can exploit cognitive vulnerabilities by detecting users' exact moments of susceptibility, this question analyzes
the dark side of the l1oB [12]. Furthermore, it evaluates proposed technology-based safeguards—such as
privacy-preserving on-device learning, user-taught preferences, and "Health Behavioral Security™" (System 0)
firewalls—that aim to establish an ethical-efficacy frontier in which digital approaches improve well-being
without compromising cognitive liberty [12], [13].

Through responding to these research questions, this review intends to synthesize the fragmented,
interdisciplinary literature into a consolidated understanding of how AloT technologies can be responsibly
deployed as behavioral choice architectures. Importantly, the synthesized findings also offer concrete
implications for concrete applications. Authorities can leverage this information to develop moral guidelines
and regulatory systems that ensure AloT-mediated behavioral interventions safeguard autonomy and privacy.
System designers and engineers can use the identified thematic patterns to create more effective, user-centric
platforms that steadiness personalization with transparency, while practitioners in the public health and
environmental sectors can adopt these research-backed strategies to implement focused interventions that
bridge the intention-behavior gap in practice. By presenting these applied pathways, this review enables
stakeholders to translate conceptual insights into implementable solutions that address tangible societal
challenges.

2. METHODOLOGY
2.1 Search Strategy
To ensure a rigorous, transparent, and replicable synthesis of the literature, this systematic review was
conducted in adherence to the Preferred Reporting Items for Systematic Reviews and Meta-Analyses
(PRISMA) guidelines. Following established recommendations for structured literature reviews in information
systems and behavioral sciences, a comprehensive search strategy was designed to identify the empirical
intersection of artificial intelligence, networked devices, and choice architecture. Because the transition from
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the Internet of Things (1oT) to the Internet of Behaviors (loB) spans multiple disciplines—ranging from
computer science and engineering to psychology and behavioral economics—a multidisciplinary approach to
data collection was required.

Consequently, an exhaustive literature search was executed across several premier academic
databases known for their extensive coverage of these intersecting fields. The primary databases used were
Scopus, Web of Science, and IEEE Xplore, supplemented by searches in the ACM Digital Library and
EBSCOHost to capture highly specific human-computer interaction (HCI) and behavioral studies. The search
strategy was operationalized by applying specific Boolean operators to combine core conceptual keywords
related to the technological infrastructure, the behavioral intervention mechanism, and the targeted application
domains. To capture the full spectrum of relevant literature, the primary search string was constructed as
follows:

("Internet of Things" OR "lIoT" OR "Internet of Behaviors" OR "loB" OR "Wearables" OR "Smart
Environments") AND ("Artificial Intelligence™ OR "Al" OR "Machine Learning" OR "Deep Learning") AND
("Nudge Theory" OR "Smart Nudging" OR "Digital Nudging" OR "Hypernudge" OR "Choice Architecture™)
AND ("Sustainability" OR "Energy Conservation" OR "Health" OR "Precision Health")

This combination ensured that the search retrieved literature focused specifically on the technological
mediation of behavior. To maintain quality control and focus on the most recent, state-of-the-art technological
developments, the search was restricted to peer-reviewed journal articles and conference proceedings published
in English over the last decade. Purely theoretical papers lacking an empirical AloT implementation or
technical papers that did not explicitly measure behavioral outcomes were subsequently filtered out during the
screening phases.

2.2 Inclusion and Exclusion Criteria

To maintain a rigorous and highly targeted focus on the intersection of technological mediation and
behavioral science, specific inclusion and exclusion criteria were established for the screening process. The
overarching objective was to isolate research that effectively bridges the gap between digital infrastructure and
human decision-making mechanisms, ensuring the synthesis reflects the capabilities of the Internet of
Behaviors (loB). The primary inclusion criterion required that selected studies include empirical
implementations of Al and 10T (AloT) specifically designed to serve as behavioral nudges or digital choice
architectures [14]. Furthermore, to measure the functional effectiveness of these systems, included studies had
to report objectively observed or tested behavioral outcomes within the specific domains of precision health,
well-being, or environmental protection [15]. As a standard proxy for methodological quality and reliability,
inclusion was strictly limited to full-text articles published in peer-reviewed journals and academic conference
proceedings [14].

Conversely, the exclusion criteria were deliberately designed to eliminate research that remained
siloed within a single discipline and failed to address the socio-technical reality of smart nudging. First, purely
theoretical economic, legal, or psychological papers that discussed choice architecture or nudge theory but
lacked a concrete, tested digital or AloT implementation were excluded [14]. Second, purely technical
computer science, engineering, or 10T papers—such as those focusing exclusively on sensor optimization,
network routing, or algorithm-based effectiveness—that lacked a clear behavioral intervention component
targeting end users were removed. Finally, in strict adherence to the basic definition of nudging, any
interventions that utilized coercive mandates, restricted a user's freedom of choice, or significantly altered
economic incentives were excluded, as these constitute traditional regulations or financial incentives rather
than true behavioral nudges [5], [16].

2.3 PRISMA & Data Extraction

The selection and evaluation of the relevant literature were conducted in strict adherence to the
PRISMA (Preferred Reporting Items for Systematic Reviews and Meta-Analyses) guidelines, assuring a
transparent, rigorous, and reproducible methodology [17], [18]. The study selection process followed a
structured four-phase flow diagram encompassing ldentification, Screening, Eligibility, and Inclusion. During
the ldentification phase, all records retrieved from the initial multidisciplinary database searches were
aggregated, and duplicate entries were removed [14]. In the subsequent Screening phase, the titles and abstracts
of the remaining unique records were evaluated to filter out literature that was clearly irrelevant to the
intersection of behavioral economics, artificial intelligence, and loT infrastructures [14]. Following this, the
Eligibility phase entailed a rigorous full-text assessment of the retained articles by independent reviewers.
Studies were evaluated strictly against recognized inclusion and exclusion criteria to ensure they featured
empirically implemented AloT choice architectures instead of purely theoretical or exclusively technical
frameworks [14]. The articles that successfully met all criteria constituted the final set of included studies for
the review.

To systematically synthesize the findings from the included studies, a concept-centric framework
analysis was used for data extraction [19]. A structured concept matrix was developed iteratively, enabling
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reviewers to map empirical data across three critical dimensions: the application domain, the underlying Al
model, and the behavioral nudge pattern [9], [14]. First, the application domain was coded to understand the
contextual situations where smart nudging is actively deployed. This allowed the literature to be categorized
into targeted problem contexts such as precision health and well-being, e-commerce and green consumerism,
smart cities, and environmental protection [9], [14]. Second, the Al model dimension extracted the specific
cognitive technologies and machine learning algorithms that enabled the intervention's "cognition™ layer. This
involved identifying the computational mechanisms powering personalization, ranging from Contextual
Bandits and Reinforcement Learning utilized for dynamic, on-device decision-making amidst unpredictability
[12], to Large Language Models (LLMs) and Retrieval-Augmented Generation (RAG) frameworks deployed
for context-aware conversational agents and caregiver support [20].

Finally, the nudge pattern was classified to identify the specific behavioral mechanism used by the
digital choice architecture to affect human action. Drawing on established taxonomies of digital nudging, the
interventions were mapped into apparent categories, including defaults, social proof, dynamic feedback,
friction, warnings, and reinforcement [14]. Through comparing these three dimensions—the behavioral
context, the algorithmic driver, and the nudge design—the framework analysis provided a comprehensive map
of how the Internet of Behaviors (10B) is currently engineered to close the intention-behavior gap.

3. CONCEPTUALIZING THE AIOT NUDGING ARCHITECTURE
3.1 The ""Perception-Cognition-Decision" Closed-Loop

Traditional interventions have depended on a linear logic consisting of passive data collection and
generic, static feedback. However, the Internet of Behaviors (loB) paradigm fundamentally transcends this
drawback by constructing a dynamic "Perception-Cognition-Decision" closed-loop model which integrates
artificial intelligence with principles from behavioral science [9]. By connecting users’ physical behavior with
the algorithmic decision-making of the digital world via live data flows, this system constantly adapts choice
architectures to the specific needs of the individual within Cyber-Physical-Social Systems (CPSS) [21]. The
technical mechanism of this ecosystem operates across three interdependent layers:
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Figure 2. The "Perception-Cognition-Decision" Closed-Loop

Perception (10T): The perception layer functions as the basic sensory organ of the loB architecture,
connecting the physical and digital worlds by continuously gathering multimodal data streams. This is
accomplished through a varied array of connected devices: wearable Internet of Medical Things (IoMT) sensors
that record real-time biological signals and biomedical data [22], and smart meters that continuously monitor
sub-circuit energy consumption and environmental parameters in commercial spaces [23]. By capturing these
multimodal inputs, the perception layer transforms physical actions into structured digital representations,
delivering a reliable, objective baseline for focused interventions.

Cognition (Al/Analytics): Obtaining multimodal data is merely the first step; the cognition layer
serves as the system's analytical layer, converting raw data to actionable insights that drive behavioral change.
To achieve this, the system harnesses advanced Machine Learning (ML) models, including Reinforcement
Learning, Large Language Models (LLMs), and Retrieval-Augmented Generation (RAG) frameworks , which
are employed to reason about the user's state and context [20]. For instance, in therapeutic and instructional
settings, RAG architectures can semantically retrieve relevant behavioral tasks from specialized repositories
and dynamically construct personalized prompts based on behavioral outcome predictions generated by loT
edge-classifiers [20]. Additionally, on-device contextual bandits can dynamically learn user preferences over
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time to ensure nudges are delivered at ideal moments, avoiding notification fatigue while balancing
intervention efficiency with privacy [12].

Decision (Nudge Actuation): The final phase of the closed-loop is the decision layer, where the
system actively delivers the targeted signal to the user to optimize the choice architecture. To effectively alter
behavior, this actuation relies on multi-modal delivery channels designed to reach the user at the exact moment
of decision-making [21]. Visual nudges commonly employ graphical user interfaces (GUIs), such as animated
ambient feedback on digital screens, to encourage compliance and shape habits [24]. Auditory nudges leverage
voice-based conversational agents and smart speakers (e.g., Alexa) to deliver interactive, timely prompts [25].
Finally, haptic or somatic nudges—such as targeted vibrations delivered via smartwatches—provide subtle,
continuous physical feedback to interrupt negative behaviors and regulate digital overload in real time [26].
Together, these actuations close the loop, subsequently feeding the user's new behavioral state back into the
perception layer for continuous systemic learning.

3.2 Integrating TAM and Nudge Theory

To fully comprehend why individuals accept and respond to artificial intelligence of things (AloT)
interventions, it is necessary to move beyond isolated conceptual models and adopt a synthesized approach.
Historically, research on behavioral change technologies has analyzed cognitive adoption models and
behavioral nudges in isolation, resulting in a fragmented understanding of digital choice architecture [27].
However, recent literature emphasizes that integrating the Technology Acceptance Model (TAM) with Nudge
Theory yields a holistic, dual-pathway perspective that encompasses both the rational assessment of digital
tools and the automatic execution of behavior [10], [27]. At the same time, alternative models and critical
perspectives exist. For example, critics have argued that integrating TAM and Nudge Theory risks
oversimplifying the socio-technical and affective factors that influence user behavior or obscuring power
relations embedded in digital architectures. Competing frameworks such as the Unified Theory of Acceptance
and Use of Technology (UTAUT), Self-Determination Theory (SDT), and Fogg’s Behavior Model also provide
different lenses for interpreting the adoption and impact of digital nudging interventions. Acknowledging these
critiques and alternatives highlights the ongoing academic debate and the multidimensional nature of
technology-mediated behavior change.

The Technology Acceptance Model (TAM), originally developed by Davis (1989) [28], states that an
individual's behavioral intention to adopt a new system is mainly driven by two cognitive evaluations:
perceived usefulness (the belief that the technology will improve performance) and perceived ease of use (the
belief that the technology requires minimal effort) [27]. In the context of the Internet of Behaviors (1o0B), TAM
effectively explains the rational, deliberate processing (System 2 thinking) behind a user's initial decision to
download a smart home application or wear a health-tracking device [10]. Users must rationally believe that
these tools will be beneficial and accessible to them. However, while TAM excels at modeling technological
adoption, it is essentially cognitive; it fails to encompass the affective reactions, mental biases, and behavioral
inertia that govern real-world actions [27]. Consequently, users may cognitively acknowledge the advantages
of a sustainable or healthy technology but fail to act on that knowledge, leaving the intention-behavior gap
wide open [27].

To close this gap, Nudge Theory [5] must be integrated to account for the automatic, intuitive, and
heuristic-driven (System 1) aspects of human decision-making [9]. Nudge theory uses subtle, non-coercive
design cues—such as default settings, timely alerts, and social comparisons—to gently guide user behavior at
the moment of decision-making [10], [27]. By uniting these two theories, researchers can construct a complete
picture of technology-mediated behavior change. In this integrated framework, perceived usefulness acts as an
essential mediating variable: when an Al-driven nudge is personalized, well-timed, and clearly framed, it
improves the system's perceived usefulness, which in turn strengthens the user's intention to comply with the
nudge [27].

Ultimately, the combination of TAM and Nudge Theory models the phenomenon of "pragmatic
sustainability" and health compliance [27]. It demonstrates that users do not change their habits solely out of
deep moral obligation or strong academic intent; rather, they change their behavior because the digital
environment makes the target action structurally convenient, cognitively effortless, and smoothly integrated
into their daily routines [27]. By unifying the rational assessment of utility with the behavioral science of choice
architecture, the TAM-Nudge synthesis furnishes a robust, multi-theoretical foundation for designing AloT
interventions that successfully translate conscious intent into sustained, observable action [27].

4. THEMATIC FINDING, I: PRECISION HEALTH & WELL-BEING
4.1 Just-In-Time Adaptive Interventions (JITAIs): From Passive Tracking to Proactive Coaching
Historically, the use of wearable Internet of Things (10T) devices in health management has primarily
served as a passive tracking mechanism. In this traditional model, devices continuously collect retrospective
physiological and behavioral data—such as walking counts or resting heart rates—without delivering
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immediate, actionable feedback to the user [29], [30]. Though passive data collection is valuable for long-term
clinical assessment, this lack of personalization and context awareness often diminishes user compliance over
time, eventually failing to promote sustained behavioral change [30]. To address these major limitations, the
integration of Al with the Internet of Things (AloT) has catalyzed a paradigm shift toward Just-In-Time
Adaptive Interventions (JITAIs) [29], [31]. JITAIs represent a highly dynamic framework intended to deliver
personalized, context-aware nudges exactly when and where they are most needed, fundamentally transforming
digital health from a reactive monitoring tool into an active behavioral coaching system [29], [30].

The core efficacy of a JITAI relies on its ability to utilize real-time, continuous sensing to accurately
identify the "golden window" for intervention [31]. By utilizing edge-based machine learning methods to
process multimodal data streams—such as heart rate variability, actigraphy, and location semantics—AIloT
ecosystems can construct a comprehensive, multidimensional understanding of a user's momentary state [29],
[30]. This allows the system to intervene precisely during periods of behavioral vulnerability (e.g., prolonged
sedentary behavior or sudden spikes in physiological stress) and during periods of high receptivity, when the
user is most capable and willing to act on the prompt [29]. For instance, rather than delivering a generic,
scheduled reminder to exercise—which may interrupt a user during a busy meeting and cause notification
fatigue—a context-aware JITAI assesses the immediate environment, interruption costs, and prior behavioral
trajectories to trigger a cue only when the user is demonstrably available to engage in the target activity [29],
[31].

Empirical evidence demonstrates that adopting this active JITAI model significantly improves
behavioral outcomes across several precision health domains. In managing sedentary lifestyles, customized
smartwatch applications employing decision-tree models enriched with contextual features have successfully
improved classification effectiveness for optimal nudging moments, resulting in longer walking bouts with
higher average speed compared to non-nudged periods [29]. Similarly, in complex behavioral health settings,
for example, monitoring children with Autism Spectrum Disorder (ASD), JITAIs continuously evaluate
physiological distress and environmental triggers to offer immediate, tailored recommendations, thereby
lessening emotional escalation or health deterioration before it becomes acute [32]. Ultimately, through
aligning algorithmic decision-making with users' immediate cognitive and physical context, AloT-driven
JITAIs effectively optimize intervention delivery, reducing users' cognitive burden while increasing the clinical
efficacy of digital health tools [29], [31].

4.2 Autism Spectrum Disorder (ASD) and Caregiver Support: Integrating Wearables, Edge-Al,
and RAG-LLMs

Autism Spectrum Disorder (ASD) is characterized by highly complex and variable traits, including
profound sensory sensitivities, communication barriers, and challenges with affective regulation [32]. Because
children with ASD commonly struggle to express emotional discomfort or distress verbally, traditional health
assessments which depend heavily on periodic clinical visits and subjective, retrospective caregiver logs are
fundamentally inadequate for recording the rapid day-to-day fluctuations in their physiological and behavioral
states [32]. To address this monitoring gap, the integration of the Artificial Intelligence of Things (AloT) has
appeared as a game-changing solution, providing caregivers with continuous, objective, and non-intrusive
awareness of a child's momentary well-being [32], [33].

Advanced assistive systems now leverage wearable 10T devices to capture high-frequency,
multimodal biological signals such as heart rate, blood volume pulse (BVP), oxygen saturation, and galvanic
skin response (GSR) or electrodermal activity [20], [32]. Because individuals with ASD are prone to rapid
emotional escalation triggered by environmental elements such as loud noises or busy areas, Edge-Al
architectures are deployed to process these sensitive biological signals locally on 10T gateways [32], [33]. By
utilizing edge-based machine learning classifiers and anomaly detection models, these systems can identify
irregular physiological patterns or repetitive motor movements in real time, alerting caregivers to impending
sensory overload or distress before it manifests as a full behavioral crisis [32]. Crucially, adaptive Al
personalization ensures that stress-detection thresholds are tailored to each child's physiological baseline,
reducing false alarms by up to 35%, thereby increasing caregiver trust and accelerating response times [32].

Building upon this instantaneous physiological awareness, recent breakthroughs have integrated
LLMs to dynamically refine therapeutic interventions, particularly in Applied Behavior Analysis (ABA) [20].
While ABA is a highly effective, evidence-based approach for improving adaptive behaviors in learners with
special educational needs, traditional ABA delivery is incredibly labor-intensive, requiring practitioners to
constantly monitor learners and manually adjust teaching strategies [20]. To overcome this bottleneck,
researchers have proposed the ABA-RAG (Retrieval-Augmented Generation) framework, which marries
continuous 10T sensing with the generative proficiencies of advanced LLMs [20].

Within the ABA-RAG framework, a deep learning classifier first analyzes the multimodal sensor data
(e.g., GSR, BVP, wrist temperature) to predict the learner's current emotional and behavioral state [20]. These
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real-time probabilistic predictions are then fed into an automated semantic retrieval layer, which performs a
similarity search across a structured repository of thousands of expert-curated ABA interventions [20]. Finally,
the system constructs a highly contextualized prompt enriched with the learner's immediate emotional state,
the retrieved historical ABA tasks, and foundational domain knowledge and passes it to a fine-tuned LLM [20].
The outcome is the instant generation of individualized, context-aware therapeutic cues and instructional tasks
that caregivers and practitioners can immediately implement [20]. Empirical evaluations demonstrate that this
AloT-driven, RAG-enhanced approach achieves clinical efficacy comparable to traditional human-expert
planning, significantly reducing caregivers' manual workload while ensuring that behavioral interventions
remain compassionate, timely, and rigorously tailored to the child's momentary needs [20].

4.3 Chronic Disease Management: AloT in Cardiovascular Disease, Diabetes, and Respiratory
IlInesses

The escalating global burden of chronic diseases has exposed the fundamental limitations of

traditional, episodic healthcare management. Conventional clinical methods, which largely rely on manual data
collection and intermittent clinical assessments, often lack the temporal awareness required to detect subtle
physiological deterioration [34]. However, the convergence of the Internet of Medical Things (IoMT) and
advanced machine learning (ML) has initiated a transition toward continuous, data-driven disease management.
By embedding sensors directly into patients' daily lives and employing algorithms that identify hidden non-
linear relationships in complex data, healthcare providers can now achieve highly personalized, real-time
monitoring of chronic conditions such as cardiovascular disease, diabetes, and respiratory illnesses [34].
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Figure 3. AloT in Cardiovascular Disease, Diabetes, and Respiratory IlInesses

Cardiovascular Disease (CVD): CVD requires continuous hemodynamic monitoring to prevent
acute crises. Wearable 10T devices can now capture high-frequency, multimodal telemetry, including
continuous electrocardiogram (ECG) and photoplethysmography (PPG) signals in ambulatory settings [22].
To process these complex temporal and spatial signals, researchers extensively use deep learning architectures.
For instance, Convolutional Neural Networks (CNNs) and Long Short-Term Memory (LSTM) networks are
deployed to extract subtle morphological shifts in ECGs and map longitudinal blood pressure degradation [22].
Taking personalized management a step further, the novel "Cardio-Geriatric Digital Twin" framework
integrates wearable sensing with Deep Reinforcement Learning (DRL) to construct an autonomous
polypharmacy optimizer [22]. Rather than acting merely as a passive warning system, this DRL agent evaluates
real-time 10T and electronic health record (EHR) data to proactively recommend precise medication titrations,
successfully averting hypotensive shocks and hypertensive crises in frail geriatric populations [22]. Other
complementary 1oMT networks pair biosensors with models such as Support Vector Machines (SVMs) and
Random Forests to establish remote recommendation systems that provide patients with early CVD diagnosis
and personalized dietary modifications [35].

Diabetes Mellitus: In diabetes management, real-time glycemic control is paramount to preventing
long-term metabolic complications. The integration of wearable, continuous blood glucose monitoring
frameworks with 10T infrastructure allows for the uninterrupted transmission of glucose dynamics directly to
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clinical cloud platforms [36]. To extract predictive insights from these dense data streams, a variety of ML
algorithms—ranging from classical SVM and K-Nearest Neighbors (KNN) to advanced gradient-boosted
algorithms such as CatBoost and XGBoost—are used to forecast glycemic fluctuations [34], [37]. For example,
Ramesh et al. (2021) [39] developed a remote healthcare monitoring framework that employs an SVM classifier
to automate diabetes risk prediction. By addressing missing data and correcting class imbalances during feature
selection, this SVM-driven system successfully predicts patient risk profiles and informs automated therapeutic
adjustments [38]. Ultimately, these systems transform diabetes care by narrowing the information gap between
a patient’s subjective experience and their physiological state, enabling targeted nudges to support insulin
management and dietary compliance.

Respiratory lllnesses: Chronic respiratory conditions, such as Chronic Obstructive Pulmonary
Disease (COPD) and asthma, benefit significantly from AloT through both physiological and environmental
monitoring. Because environmental toxins directly exacerbate respiratory distress, 10T architectures frequently
fuse indoor air quality metrics (e.g., PM2s, CO) with wearable biometric data to predict respiratory attacks
before they require hospitalization [34]. Machine learning plays a crucial diagnostic role here; for instance,
researchers have contrasted SVM and KNN classifiers in analyzing respiratory sounds, achieving diagnostic
classification accuracies exceeding 92% and 98%, respectively [39]. Furthermore, advanced non-invasive
systems like the 1oT-Spiro framework deploy fuzzy-based quantum neural networks to continuously analyze
volatile organic compounds in exhaled breath, providing highly accurate, real-time COPD diagnosis [40]. By
processing these sensor inputs, Al-driven platforms be able to alter physical rehabilitation therapies to the
unique recovery pace of the COPD patient, delivering personalized exercise nudges that maximize recovery
efficacy while minimizing physical distress [41].

5.  THEMATIC FINDING II: SUSTAINABILITY & SMART ENVIRONMENTS
5.1 Eco-Nudging in Smart Homes and Commercial Spaces: From Passive Data to Proactive
Coaching

The transition toward sustainable energy consumption in the built environment relies heavily on
bridging the persistent intention-action gap, in which occupants have a cognitive desire to conserve energy but
fail to enact these behaviors due to environmental latency or ingrained habits [23]. In both residential smart
homes and commercial spaces, traditional energy management systems have historically focused on passive
data collection and aggregate utility-side analytics [10]. However, recent advancements in the Artificial
Intelligence of Things (AloT) have catalyzed the development of proactive behavioral choice architectures,
empowering systems to deliver context-aware eco-nudges that actively coach users toward sustainable habits
[10].

In commercial settings, such as Small- and Medium-sized Offices (SMOs), deploying conventional
building energy management systems is often constrained by high infrastructure costs and fragmented facility
management [23]. To address this, the Behavioral Insights and Technology (BI-Tech) loT platform represents
a state-of-the-art solution that integrates behavioral science, Al, and low-cost 10T sensing [23]. A critical
innovation of the BI-Tech system is its mechanism-consistent triangulated verification (MCTV) approach,
which overcomes the unreliability of purely self-reported behavioral data [23]. The platform correlates
user- reported actions (e.g., clicking "I Took Action" after receiving a prompt to adjust the air conditioning)
with synchronized submeter traces at 1-minute resolution within a strict 15-minute action window [23].
By objectively validating user-reported actions against actual energy consumption traces, the Bl-Tech platform
transforms passive data collection into proactive behavioral coaching, effectively separating genuine
user-driven energy savings from automated system effects [23]. Empirical deployments of this system have
demonstrated substantial efficacy, achieving a 23.3% reduction in non-HVAC electricity consumption and a
21.4% reduction in targeted lighting use during notification periods [23].

Similarly, other loT-enabled interventions in commercial spaces leverage gamification to sustain
employee engagement and activate energy-saving norms. Because employees typically do not bear the
financial burden of workplace energy bills, traditional financial incentives are ineffective [42]. Instead,
deploying loT-enabled gamified Information Systems (IS) that provide real-time, context-aware feedback can
"make invisible energy visible" to the employee [42]. By utilizing game-design elements such as personalized
goal-setting, peer comparisons, and achievement badges, these systems successfully disrupt automatic, energy-
wasting routines and significantly enhance employees' self-determination and energy-saving habits at work
[42].

In residential environments, eco-nudging integrates seamlessly with smart home applications and
voice-activated virtual assistants to continuously optimize choice architecture [42]. User satisfaction with these
digital interventions is crucial for continuous use and long-term behavioral transformation [43]. Research
utilizing the Kano model demonstrates that smart home app users increasingly expect real-time, granular eco-
feedback, such as visualizations of their environmental impact and financial savings [43]. Beyond mobile
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screens, voice-based smart home assistants (e.g., Amazon Alexa and Google Assistant) are increasingly used
as proactive conversational agents. Instead of waiting for a user command, these Al-driven assistants can
initiate bi-directional dialogues—for example, asking, "It is rather cool outside, would you like me to adjust
the thermostat to save energy?" [44]. By aligning algorithmic interventions with occupants’ momentary thermal
preferences and situational context, proactive conversational nudges significantly increase the likelihood that
users will adopt and execute adaptive, energy-saving behaviors [44].

5.2 E-Commerce and Green Consumerism: Al-Driven Nudges for Sustainable Product Adoption

The rapid digitalization of retail has positioned e-commerce platforms as critical arenas for fostering
green consumerism. While consumers increasingly express a desire to minimize their environmental impact,
they frequently struggle to translate this intent into actual purchasing behavior due to choice overload, price
sensitivity, and informational friction [45]. To bridge this intention-behavior gap, digital marketplaces are
leveraging Artificial Intelligence (Al) to construct dynamic choice architectures that seamlessly integrate
sustainable options into the consumer's journey. Through the deployment of Al-driven nudges—such as
personalized eco-recommendations, default green options, and social-proof messaging—e-commerce
platforms can gently guide shoppers toward adopting sustainable products while preserving their freedom of
choice [3], [45].

Personalized Eco-Recommendations: One of the most highly effective digital nudging techniques
in e-commerce is Al-powered personalization. By utilizing machine learning algorithms to continuously
analyze a consumer's search history, past consumptions, and glancing behavior, platforms can deliver hyper-
personalized eco-recommendations [3], [45]. Instead of presenting a generic catalog of "green" items, Al
curates sustainable alternatives that specifically align with the individual's established preferences and tastes
[3]. This directed method significantly reduces the cognitive load and decision fatigue associated with
searching for sustainable goods. By ensuring that eco-friendly choices are highly visible, relevant, and context-
aware, personalized nudges effectively transform sustainable shopping from a deliberate, effortful task into an
intuitive, seamless experience, significantly enhancing the rate of green product adoption [3].

Default Green Shipping and Product Options: Another powerful mechanism deployed in
sustainable e-commerce is the default nudge. Default nudging leverages the psychological phenomenon of
status quo bias—the human tendency to stick with pre-selected options rather than expend the cognitive effort
required to change them [14]. In practice, e-commerce platforms utilize Al to automatically pre-select eco-
friendly choices for the consumer, such as defaulting to "green shipping" (consolidated or slower, lower-
emission delivery options) or opting users into minor carbon-offset programs at checkout [45]. Empirical
evidence demonstrates that pre-selecting sustainable products and delivery methods leads to significantly
higher adoption rates than when users must actively opt in [45]. However, choice architects must implement
these defaults with ethical caution. If consumers perceive green defaults as manipulative or overly restrictive
of their autonomy, it can generate psychological reactance and erode brand trust. Consequently, pairing green
defaults with transparent explanations detailing the environmental benefits of the pre-selected option is
essential for maintaining consumer acceptance [45].

Social Proof and Gamification: To further stimulate sustainable consumption, platforms
increasingly rely on social proof and gamified nudging to tap into consumers' social identities and reward
sensitivities [10]. Social proof nudging uses Al to process real-time transaction data and display normative
messaging to the user, such as real-time alerts stating "85% of customers chose the eco-friendly version" or
"10 people bought this eco-friendly item today" [45]. By leveraging peer influence and signaling that green
consumption is a prevailing social norm, these nudges build consumer trust and provide a strong motivational
push toward sustainable choices [45]. Furthermore, Al-driven gamification—such as awarding loyalty points
for choosing sustainable shipping, issuing "green receipts,” or displaying sustainability leaderboards—provides
immediate, egoistic rewards that appeal to loss aversion and reward sensitivity [45]. By making green shopping
a more engaging and visibly rewarding experience, these interactive nudges foster long-term eco-friendly
habits and secure sustained consumer commitment to sustainability [45].

5.3 Smart Cities and Cyber-Physical-Social Systems (CPSS): Macro-Level Nudging for Urban
Sustainability

The rapid urbanization of modern society requires municipal governments to transition from
traditional infrastructural management to the holistic administration of smart cities. A critical evolution within
this paradigm is the shift from conventional Cyber-Physical Systems (CPS) to Cyber-Physical-Social Systems
(CPSS) [21]. By integrating the "social" dimension into the feedback loop, CPSS recognizes that urban
sustainability cannot be achieved through technological automation alone; it fundamentally relies on the
continuous, dynamic interaction between human actors and intelligent infrastructure [21]. In this
interconnected environment, non-human actors—such as algorithms and loT networks—relentlessly collect
data and optimize systems, while strategically deploying digital nudges to guide citizen decision-making
without restricting individual autonomy [21], [46]. By applying macro-level nudging strategies, CPSS
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effectively transforms passive urban residents into active co-creators of sustainability, particularly in urban
mobility, waste management, and energy distribution.

Optimizing Road Traffic Flow and Smart Mobility: Traffic congestion represents one of the most
visible challenges to urban sustainability, heavily contributing to carbon emissions and lost productivity. In a
CPSS framework, macro-level nudging is used to dynamically alter daily commuting habits. For example, the
city of Durham utilized personalized informational nudges by sending citizens individualized route maps
highlighting optimal public transit options over private vehicle use, while Enschede deployed a gamified
smartphone application (SMART-app) to reward citizens for cycling or walking during peak hours [47].
Beyond influencing the mode of transportation, AloT systems actively reorganize the physical flow of traffic.
The implementation of Context-Aware Multiagent Broad Reinforcement Learning (CAMABRL) in smart
traffic light control exemplifies this approach [48]. Using deep reinforcement learning, the CAMABRL system
evaluates real-time vehicle queue lengths and accounts for pedestrian waiting times on the sidewalk [48]. This
context-aware actuation not only alleviates vehicular congestion but also nudges pedestrians to adhere to
crossing rules, maximizing their satisfaction and safety and harmonizing the entire urban mobility ecosystem.

Intelligent Waste Management and Citizen Engagement: Waste management in high-density
urban areas presents significant logistical and environmental hurdles. The integration of 10T and behavioral
science provides a proactive solution. In municipal systems, deploying ultrasonic fill-level sensors in waste
receptacles enables cities to optimize garbage collection truck routes by predicting overflow and reducing
unnecessary carbon emissions associated with static collection schedules [49]. However, optimizing collection
relies heavily on the public’s initial disposal behavior. The Golden Seal project demonstrates how CPSS can
actively engage communities to mitigate coastal and urban plastic pollution [50]. The project deployed smart
recycling bins equipped with high-precision load cells and connected them to a gamified mobile application
[50]. By providing citizens with real-time feedback on the weight of their collected waste and issuing digital
rewards through eco-labels and public leaderboards, the system effectively nudged tourists and locals toward
sustained, proactive recycling habits, demonstrating that technology can incentivize environmental stewardship
at a community scale [50].

Electric Vehicle (EV) Charging and Grid Stability: As the adoption of Electric Vehicles (EV5s)
accelerates to combat urban air pollution, the uncoordinated charging of massive EV fleets poses a severe threat
to the stability of smart power grids [51]. To manage this, smart cities utilize the Internet of Vehicles (loV) to
seamlessly connect vehicles, drivers, and the municipal power grid [51]. Because EV owners typically plug in
their vehicles immediately upon returning home—coinciding with peak residential energy demand—cloud-
based charging management systems employ dynamic price-incentive mechanisms to nudge consumers to
delay charging [51]. By leveraging the behavioral economics principle of financial gain, the system offers
automated discounts to users who shift their charging sessions to off-peak hours, effectively flattening the
demand curve [51]. Furthermore, for "on-the-move" EVSs, Intelligent Transportation Systems (ITS) compute
the Expected Earliest Time Available for Charging (EETAC) and broadcast this status directly to drivers [52].
This real-time information acts as an architectural choice nudge, directing drivers away from congested
charging stations toward underutilized ones, thereby minimizing wait times, preserving grid stability, and
ensuring the scalable sustainability of urban electrification [52].

6. ETHICAL CHALLENGES, PRIVACY, AND AUTONOMY
6.1 The Threat of Hypernudging and "'Sludge'": The Dark Side of the 0B

While the Internet of Behaviors (IoB) holds tremendous potential to foster health and sustainability,
its underlying mechanisms also pose profound ethical risks to privacy, manipulation, and cognitive liberty. At
the center of this ethical debate is the phenomenon of algorithmic "hypernudging” [8]. Unlike traditional, static
nudges that rely on fixed choice architectures, hypernudges are incredibly dynamic; they combine behavioral
science with the analytical power of Big Data, leveraging continuous personal data collection, predictive
analytics, and machine learning to constantly update and tailor interventions to the specific individual [8], [53].
This extreme degree of personalization grants artificial intelligence (Al) systems the unprecedented ability to
detect, anticipate, and act upon consumers' hidden vulnerabilities [53].

To understand the manipulative capacity of hypernudging, it is essential to frame it within the dual-
process theory of human cognition proposed by Kahneman (2011) [54]. Human decision-making is governed
by two distinct systems: System 1, which is fast, automatic, intuitive, and highly susceptible to cognitive biases;
and System 2, which is slow, conscious, and responsible for rational deliberation [53]. In the dark side of the
loB, algorithmic hypernudging deliberately targets System 1. By delivering perfectly timed and highly
customized digital cues, these systems bypass consumers' rational faculties and impair their ability to engage
in System 2 thinking, thereby severely distorting the autonomous decision-making process [54].

This circumvention of rational deliberation frequently takes the form of exploiting specific cognitive
biases, such as loss aversion and decision fatigue. For instance, Al-driven dynamic pricing models and
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personalized marketing campaigns routinely capitalize on loss aversion—the human propensity to desire
avoiding losses over acquiring equivalent gains—to artificially induce a sense of urgency or fear of missing
out, directly driving impulsive and unintended purchasing behaviors [3]. Additionally, Al personalization can
deliberately trigger choice overload, leading to decision fatigue that depletes users' cognitive resources and
forces them to surrender to pre-selected, profit-maximizing default options [3].

When these algorithmic design patterns coerce, deceive, or persistently steer users toward outcomes
that do not align with their own well-being, they transition from ethical nudges into what Thaler (2018) [5]
termed "sludge." Often manifesting as deceptive user interfaces or “dark patterns” [55], [56], sludge actively
creates friction against healthy choices or tricks users into prolonged digital engagement, data surrender, and
consumption [13], [56]. Ultimately, continuous exposure to these invisible, hyper-personalized manipulations
severely degrades an individual's sense of agency—the subjective feeling of control and ownership over one's
actions [13], [56].

Ultimately, continuous exposure to these invisible, hyper-personalized manipulations severely
degrades an individual's sense of agency—the subjective feeling of control and ownership over one's actions
[13], [57]. Because hypernudging seamlessly embeds itself in daily life through smart devices, wearables, and
platforms, it fosters psychological dependence and overreliance on Al for decision-making [53]. When
consumers unconsciously outsource their cognitive processes to machines acting as "invisible co-pilots,"
human autonomy is fundamentally undermined [53], [58]. Consequently, without robust legal boundaries and
ethical safeguards, the computational manipulation inherent in the loB threatens to erode mental
self-determination, reducing human users from autonomous decision-makers to mere objects of algorithmic
steering [59].

6.2 Health Behavioral Security and "'System 0*": AloT as a Cognitive Firewall

As the digital landscape becomes increasingly saturated with algorithmic hyper-nudges, dark patterns,
and deceptive artificial intelligence, individuals are continuously exposed to digital temptations that exploit
their cognitive vulnerabilities [13]. These manipulative digital cues act as "Modern Sirens," bypassing
conscious deliberation and gradually eroding a user’s sense of agency, autonomy, and long-term health [13].
Because these threats operate seamlessly within everyday technologies, relying solely on human willpower or
post-hoc regulatory frameworks is insufficient. Consequently, there is a critical need for proactive, user-side
technological defenses. To address this, recent scholarship has introduced the framework of Health Behavioral
Security (HBS), which adapts established cybersecurity risk principles—such as treating human health
behaviors as valuable "assets" requiring defense against external "threats"—to the realm of behavioral science
[13].

At the technological core of the HBS framework is the cutting-edge conceptualization of utilizing the
Acrtificial Intelligence of Things (AloT) as a "System 0" cognitive firewall [13]. Expanding upon Kahneman’s
established dual-process theory (System 1: intuitive thinking and System 2: deliberate reasoning), "System 0"
represents an invisible, always-on, and preconscious layer of cognitive preprocessing that is delegated to
trusted, edge-based AloT devices [13], [60], [61].

Operating as an imperceptible shield within the user's environment, this distributed System 0
continuously monitors digital interactions and physiological states via wearable sensors and smart devices to
detect signs of cognitive overload, vulnerability, or manipulative digital stimuli [13]. Once a deceptive cue or
hyper-nudge is sensed, the AloT firewall intervenes in real time by deploying targeted counter-nudges [13].
These countermeasures often utilize non-verbal strategies, such as ethically calibrated "disengagement cues"
that artificially slow down user interfaces or dull screen colors to dampen algorithmic reward loops, alongside
multisensory prompts that gently redirect the user's attention toward healthier, self-determined goals [13].

By intercepting and filtering persuasive cues before they can successfully exploit the user's automatic
System 1 responses, the AloT System 0 prevents malicious cognitive conditioning [13]. Ultimately, this
pre-conscious technological mediation establishes a secure behavioral ecosystem, building "health resilience"
that protects the user's cognitive autonomy from digital temptations and ensures that human-Al interactions
enhance, rather than degrade, individual well-being [13].

6.3 Privacy-Preserving On-Device Learning: Safeguarding Autonomy through Federated Bandits
and Restraint

The transition from generic behavioral interventions to highly personalized, artificial intelligence of
things (AloT) nudging requires the continuous processing of highly sensitive, multi-modal user data [62].
While centralization of this vast telemetry enhances algorithmic accuracy, it simultaneously introduces severe
privacy vulnerabilities, surveillance concerns, and the risk of regulatory non-compliance with frameworks such
as the General Data Protection Regulation (GDPR) and the Healthiness Insurance Portability and
Accountability Act (HIPAA) [22]. To effectively balance intervention efficacy with robust data privacy,
modern Internet of Behaviors (10B) architectures must implement decentralized, privacy-preserving technical
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safeguards, specifically leveraging federated learning, on-device contextual bandits, and the programmatic
operationalization of algorithmic restraint.

Federated Learning and Decentralized Architectures: To overcome the privacy bottlenecks
inherent in centralized cloud processing, cutting-edge AloT interventions deploy federated learning (FL)
frameworks [22], [62]. In a federated architecture, predictive models—such as deep reinforcement learning
agents for health management—are distributed directly to localized edge nodes or the user's personal devices
[22]. Instead of transmitting raw, sensitive behavioral and physiological trajectories across networks, the
system trains the model locally on the user's secure device [22], [62]. Only the updated, mathematically
encrypted neural network weights or model gradients are periodically transmitted to a central cloud aggregator
[22]. By using synchronization strategies such as Federated Averaging (FedAvg), the central server aggregates
these isolated updates into a globally robust, generalized intervention policy without ever accessing the
underlying raw patient data [22]. This decentralized approach successfully neutralizes the risk of catastrophic
data breaches while sustaining the large-scale data synthesis required for sophisticated behavioral profiling
[22], [62].

On-Device Contextual Bandits: To further localize the decision-making process, privacy-preserving
interventions increasingly use on-device contextual bandits to determine when and how to deliver a nudge [12].
Contextual bandits function as lightweight online learning algorithms that continuously evaluate a user's unique
context—such as current application usage, physiological state, time of day, and ephemeral feedback history—
to determine the optimal intervention strategy under uncertainty [12]. By executing these models entirely
within the local environment (e.g., a smart home edge device or a browser extension), all feature extraction,
context vectors, and propensity logs remain securely on the device [12]. This method facilitates
"personalization-without-profiling,” ensuring that sensitive contextual triggers are never exfiltrated to external
servers, thereby protecting users from the opaque surveillance commonly associated with commercial
hypernudging [12].

Operationalizing the ""DoNothing"* Action: A critical moral condition for preserving user autonomy
in these automated systems is the Al's ability to exercise deliberate restraint. Traditional rule-based
interventions often attempt to maximize user engagement at all costs, resulting in poorly timed, low-yield
interruptions that cause notification fatigue and erode users' sense of agency [12], [62]. To counteract this,
advanced contextual bandit models explicitly operationalize a "DoNothing™ action as a first-class choice within
the algorithm's action space [12].

By embedding "DoNothing" alongside active nudge templates, the machine learning agent is trained
to evaluate the cost of interruption against the expected behavioral utility [12]. The algorithm dynamically
processes user-governed autonomy constraints—such as predefined quiet hours, strict daily prompt budgets,
and real-time negative feedback (e.g., a user indicating "Wrong time')—to determine when an intervention is
genuinely warranted [12]. When the algorithmic cost of interruption outweighs the potential benefit, or when
user constraints are met, the system seamlessly selects "DoNothing™ [12]. This fundamental design shift
transitions the objective of digital nudging from simply "maximizing activity" to "maximizing useful activity,"
ensuring that interventions remain highly effective while structurally safeguarding the user's cognitive liberty
and digital privacy [12].

7. DISCUSSION AND FUTURE RESEARCH AGENDA
7.1 Net-Impact Accounting: The Imperative of Energy Return on Investment (ROI)

While the literature demonstrates that Artificial Intelligence of Things (AloT) interventions can
effectively bridge the intention-behavior gap to promote sustainability, this technological mediation introduces
a critical paradox: the digital systems deployed to conserve energy themselves consume significant
computational and electrical resources. The energy required to supply global data centers, driven in part by the
cloud computing paradigm, is estimated to account for approximately 1% of the world's total electricity
demand[63]. Consequently, an emerging body of critique within Sustainable Human-Computer Interaction
(SHCI) argues that focusing exclusively on "small changes" in proximal human behavior is fundamentally
insufficient without a rigorous evaluation of the intervention's systemic footprint [12]. To ensure that digital
choice architectures do not inadvertently generate rebound effects, future research must shift from measuring
gross behavioral compliance to adopting comprehensive "net-impact accounting” [12].

At the core of net-impact accounting is the necessity of measuring the Energy Return on Investment
(ROI) of the AloT intervention. Energy ROI is conceptualized as the estimated energy or carbon emissions
saved directly resulting from the user's behavioral change, minus the computational and network overhead
required by the AloT system to process context and deliver the nudge [12]. For an eco-nudge to be classified
as genuinely sustainable, its Energy ROl must be positive—meaning the intervention's behavioral dividends
tangibly exceed the energy costs of its sensors, algorithms, and data transmission [12].At the core of net-impact
accounting is the need to measure the Energy Return on Investment (ROI) of the AloT intervention. Energy
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ROI is conceptualized as the estimated energy or carbon emissions saved directly as a result of the user's
behavioral change, minus the computational and network overhead required by the AloT system to process
context and deliver the nudge [12]. For an eco-nudge to be classified as genuinely sustainable, its Energy ROI
must be positive—meaning the intervention's behavioral dividends tangibly exceed the energy costs of its
sensors, algorithms, and data transmission [12].

Operationalizing Energy ROI in real-world field deployments presents significant methodological
challenges that future research must address. Because direct device-level and network-level power metering is
rarely feasible in distributed, browser-based, or smart home deployments, researchers must rely on literature-
calibrated behavioral proxies—such as gigabytes of data transmitted, minutes of high-definition streaming
avoided, or physical printing averted—to estimate energy savings [12]. Given the ongoing debate regarding
the electricity intensity of internet transmission (i.e., whether network energy scales proportionally with
marginal bit traffic or is dominated by provisioned capacity), future impact accounting must transcend single-
point estimates. Scholars should explicitly report sensitivity bands and uncertainty bounds to evaluate the
environmental efficacy of the nudge under varying technical assumptions [12].

Furthermore, evaluating Energy ROI forces system designers to confront the environmental trade-offs
inherent in their AloT architectural choices. For instance, deploying advanced predictive algorithms
necessitates deciding between edge-based (on-device) learning and cloud-based inference [12]. When machine
learning models are lightweight and decision rates are relatively low, on-device contextual bandits can
minimize network transmission costs and align energy efficiency with data privacy [12]. Conversely, heavier,
highly complex LLMs may require the computational muscle of the cloud, potentially diminishing the Energy
ROI if the behavioral savings generated do not offset the massive energy overhead of continuous server
communication [12].

Ultimately, integrating net-impact accounting into the evaluation of digital interventions transforms
system architecture from a mere technical presumption into an evidence-based, empirical choice [12]. By
mandating the reporting of Energy ROI alongside standard efficacy metrics, future SHCI research can ensure
that the ethical and environmental costs of attention-shaping technologies are entirely legible, guaranteeing
that the AloT serves as a true catalyst for environmental sustainability rather than a hidden contributor to digital
carbon emissions [12].

7.2 Overcoming the ""Action Gap'': The Concept of ""Prosthetic Willpower"*

Despite having strong cognitive intent to pursue long-term health and sustainability goals, individuals
often experience a structural disconnect known as the "Action Gap" or the intention-behavior gap [64]. This
gap is primarily driven by environmental latency, which represents the significant time delay between a
behavioral choice and its actual physiological or environmental consequences, combined with an overall lack
of immediate reinforcement [64]. For instance, students might have strong academic motivations to maintain
healthy diets yet succumb to high sugar consumption due to the immediate availability and gratification of
unhealthy options in their environment, illustrating a profound "behavioral dissonance" [64]. Because everyday
environments often present a "hostile choice architecture” in which the default behavior is unhealthy or
unsustainable, interventions that rely solely on the "Information Deficit Model"—the assumption that
providing educational information naturally leads to behavior change—consistently fail to overcome the
activation energy required to alter ingrained habits [64].

To counteract this behavioral deadlock, advanced digital choice architectures leverage the concept of
"Prosthetic Willpower" [64]. Prosthetic willpower refers to offloading the cognitive burden of self-regulation
onto an intelligent, Internet of Things (loT)-mediated digital infrastructure that intervenes precisely at the exact
moment of decision-making [64]. Rather than expecting individuals to rely entirely on their depleted cognitive
resources or on abstract self-control to resist temptation, the technological system serves as an external
regulatory mechanism [64]. By deploying context-aware triggers that fire only when specific vulnerable user
states are detected, the system does not attempt to artificially inflate motivation; rather, it reduces the
environmental friction and lowers the activation barrier required to make a positive choice [64].

The operationalization of prosthetic willpower heavily relies on translating abstract, invisible, and
long-term goals into immediate, visible digital consequences through advanced game mechanics and real-time
notifications [64]. For example, the proposed "Digital Bridge Architecture™ employs Alternate Reality Game
(ARG) logic to link physical actions to immediate narrative outcomes; if a user logs an unhealthy dietary
choice, their virtual "Digital Twin" avatar might instantly experience "stamina drain," effectively making the
delayed biological consequences visible and tangible within the immediate decision window [64]. Similarly,
in the context of organizational energy conservation, loT-enabled gamified systems utilize personalized
notifications, digital badges, and social leaderboards to transform the intangible, delayed goal of “saving
energy" into an engaging, immediate, and competitive experience for employees [42]. When properly
integrated, these continuous feedback loops restructure the interaction between intention and execution,
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preventing users from abandoning interventions by satisfying their psychological needs for immediate
competence and autonomy [64], [65].

Ultimately, the application of prosthetic willpower facilitates a transition from behavioral dissonance
to "resonance,” in which biological and environmental realities align seamlessly with the user's cognitive
ambitions [64]. By acting as an artificial nervous system that provides immediate digital feedback, these
systems rewire the habit loop by utilizing the brain's reward prediction mechanisms [64]. Consequently,
replacing abstract long-term targets with tangible, in-the-moment gamified nudges successfully bridges the
action gap, allowing users to execute their conscious intentions without being derailed by environmental
latency [64].

7.3 Open Challenges: Longitudinal Persistence and Cross-Cultural Validation

Despite the rapid technological advancements and promising short-term efficacy of AloT-driven
choice architectures, the current literature is characterized by several critical gaps that must be addressed to
mature the field. Two of the most pressing open challenges involve the temporal durability of behavioral
change and the geographic generalizability of these digital interventions.

The Need for Long-Term Longitudinal Studies: A predominant limitation across the current
landscape of digital nudging research is the reliance on short-term evaluation windows [14]. While numerous
studies demonstrate that context-aware prompts and personalized Al procedures can successfully trigger
immediate compliance—such as reducing energy consumption or increasing walking bouts—there is a
profound lack of evidence regarding true, sustained habit formation [14], [66]. To understand the real-world
viability of these systems, future research must shift from measuring one-time or short-lived behavioral
reactions to deploying long-term longitudinal studies [14]. Specifically, this could involve executing multi-site
randomized controlled trials (RCTs) that track behavioral outcomes over periods of 6 months or longer,
capturing both the persistence of habit formation and potential rebound effects once interventions are
withdrawn. Additionally, prospective cohort studies could be designed to monitor naturally occurring behavior
change following AloT interventions across diverse environments, while mplateinimizing external researcher
influence. These approaches should be complemented with the collection of ecological momentary assessment
(EMA) data through mobile apps or wearables to provide granular, real-time insights into user experience and
behavioral trajectories over time.

Crucially, these longitudinal deployments are necessary to test for behavioral persistence versus
"rebound effects” [12]. A rebound effect occurs when the energy or health savings achieved during the
intervention phase dissipate or reverse entirely once the digital nudge is withdrawn or the user habituates to
the system. For instance, recent evaluations of energy-saving applications have emphasized that while
treatment effects can be significant initially, maintaining that behavioral change over prolonged periods is
highly challenging [66]. Furthermore, extended exposure to AloT nudges carries the inherent risk of
notification fatigue. Future longitudinal research must investigate adaptive fading strategies—where the
machine learning algorithm progressively reduces prompt intensity as the user internalizes the target habit—to
prevent systemic annoyance while solidifying long-term behavioral transformation [12].

Cross-Cultural Validations of Al Nudges: A second major gap in the literature is the striking lack
of geographic and cultural diversity within empirical samples. A systematic review of digital nudging research
revealed that the vast majority of studies have been conducted exclusively in North America and Europe,
leaving a significant gap in understanding how these interventions perform across different societal contexts
[14]. This limitation is particularly consequential for marginalized groups and populations in non-Western
regions, who may experience distinct social, economic, or cultural dynamics that fundamentally shape the
reception and effectiveness of digital nudging. The lack of diversity in empirical samples not only restricts the
generalizability of current findings but may also obscure unique barriers or opportunities faced by these groups.
Future research must intentionally include marginalized and underrepresented populations, both
geographically and demographically, to ensure that AloT-driven interventions do not inadvertently reinforce
existing inequalities but instead deliver equitable benefits across all segments of society. This lack of diversity
raises fundamental questions regarding the universalism of behavioral economics and Al-driven nudges.

Nudging interventions are intrinsically rooted in the ideology of "libertarian paternalism," aiming to
steer choices while preserving autonomy. However, perceptions of what constitutes an acceptable or effective
nudge may be strongly shaped by cultural conditions [14]. For example, the efficacy of specific digital
nudges—such as authoritative default settings versus peer-based social comparisons—might vary significantly
depending on a region's cultural dimensions, such as power distance beliefs (the extent to which a society
accepts unequal power distribution) or cultural tightness versus looseness [14].

Therefore, a critical open challenge is conducting cross-cultural validation to determine whether AloT
nudging models are universally applicable or culturally bounded. Future studies must systematically estimate
how different cultural contexts moderate the ethical acceptance and behavioral efficacy of algorithmic nudges




Q 23

[14]. Addressing these gaps will ensure that the next generation of AloT choice architectures can be responsibly
and effectively scaled across global populations, transforming localized experiments into robust, worldwide
infrastructures for sustainable development.

8. CONCLUSION

The transition from the Internet of Things (IoT) to the Internet of Behaviors (IoB) represents a
fundamental paradigm shift in human-computer interaction [1]. As revealed thru this systematic literature
review, digital infrastructures are no longer confined to the passive data collection of the 10T era; rather, they
have evolved into proactive cyber-physical-social systems capable of sophisticated, real-time behavioral
interventions [10], [21]. By integrating the vast sensory capabilities of smart environments with the analytical
and predictive power of artificial intelligence (Al), AloT-driven smart nudging has proven its transformative
probable across critical domains of human life. In precision health, context-aware interventions and Just-In-
Time Adaptive Interventions (JITAIs) successfully optimize dietary compliance, chronic disease management,
and well-being by delivering personalized guidance at the exact moment of physical and emotional receptivity
[15], [31]. Simultaneously, in smart environments and e-commerce, data-driven choice architectures actively
bridge the intention-behavior gap by translating abstract environmental concerns into tangible, sustainable
actions through eco-nudges, real-time feedback, and dynamic green defaults [23], [27].

However, comprehending this impending requires a profound and careful balance. The literature
unequivocally highlights that the unparalleled efficacy of the 0B is intrinsically linked to significant ethical
vulnerabilities. The capacity of Al algorithms to process immense volumes of real-time behavioral and
physiological data enables a form of "hypernudging" that can bypass rational deliberation (System 2 thinking)
and exploiting cognitive biases to shape consumer choices unconsciously [53]. If left unchecked, these highly
personalized interventions risk transitioning from beneficial tools of empowerment into manipulative "dark
patterns™ or "sludge™ that prioritize corporate, commercial, or systemic objectives over individual autonomy
and human dignity [14], [53].

Therefore, to ensure that the 10B acts as a catalyst for societal good rather than an instrument of
algorithmic control, future AloT architectures must be strictly governed by three foundational pillars: user-
centric design, ethical transparency, and robust privacy frameworks [10], [13]. Interventions must be
engineered with "fairness-by-design™ and explicit user constraints, utilizing privacy-preserving technologies—
such as on-device contextual bandits, federated learning, and "System 0" cognitive firewalls—that process
sensitive data locally and effectively decouple personalization from invasive profiling [12], [13]. Furthermore,
ethical transparency must be maintained through explainable Al (XAl) interfaces that clearly communicate
why a nudge is being delivered, ensuring that users retain the cognitive liberty to accept, adapt, or reject the
algorithmic recommendation [31], [53].

Ultimately, while AloT-driven smart nudging embraces transformative prospective to resolve pressing
global challenges in health and sustainability, it must be carefully balanced. By legally and technically
embedding user-centric design, uncompromising ethical transparency, and resilient privacy frameworks into
the core of digital choice architectures, we can harness the true power of the Internet of Behaviors to sustainably
empower, rather than manipulate, modern society.
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